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Document Customisation

This page (to end of the ‘disclaimer’) provides template guidance and must be removed from the
finished version. For information on customising this template, please refer to the ‘Instructions’
supplied with your order.

It is important to work through the document and customise any areas to ensure that the finished
template accurately reflects what your organisation does and the controls that you have in place.
You should consider your regulatory and legal obligations and any standards or requirements that
apply to your industry or business type when customising the content.

Template Guidance

We have provided a generic template as a starting point for you to develop your own document in
this compliance area. You should review and customise the template sections thoroughly to ensure
that the finished version accurately reflects your organisations’ controls and responsibilities.

Referencing Other Policies

We sometimes reference other policies in a template where relevant (i.e. refer to Anti-Bribery &
Corruption Policy in conjunction with AML). Referenced documents are only included in your pack if
you have ordered them separately or you have purchased a Toolkit or Bundle that includes them.

Licence Terms

Purchased documents are for use within the ordering company only and cannot be used, sold or
transferred elsewhere without written permission from Know Your Compliance Limited. Please refer
to the ‘Instructions’ document for more information on our T&C's and licence options.

Disclaimer

Know Your Compliance Limited has created this template for you to use in developing and
implementing your compliance program requirements. Whilst every reasonable care is taken to
ensure that the content is relevant, compliant and up to date; it is your responsibility to ensure that
the finished policy complies with any regulatory and/or legal requirements and standards.

It is important that you customise the content to suit your industry needs and business type. Know
Your Compliance Limited makes no claims or guarantees about the compliance or adequacy of the
content in this template and accepts no responsibility or liability for any loss, damage or expense
incurred as a result of reliance on the content contained herein. If you are unsure of your regulatory
or legal obligations, you should obtain legal or professional advice before publishing, using or relying
upon your finished policy.
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1 POLICY STATEMENT

[Your Company Name] (hereinafter referred to as the “Company”) outsources various operational
functions to third parties where there is a business need or where the outsourcing of such functions
is a legal, statutory, contractual or regulatory requirement. In doing so, we understand that
additional risk can be posed to both business and customer, and as such we are committed to
ensuring the continued quality, high standards and compliance of any outsourced processes.
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2 PURPOSE

The purpose of this policy is to provide the Company’s statement of intent and objectives for how
we manage and monitor our outsourced business processes and the supplier carrying out those
functions. It also provides step by step procedures and guidance for staff and associated entities with
regard to the Company’s processes and methodology for outsourcing.

The Company has set appropriate and adequate objectives to enable it to meet its legal, regulatory
and ethical obligations for outsourced processes and to enable our staff to identify, manage and
mitigate any associated financial, operational and business risks. We only ever use those providers
whom we have vetted and verified as being compliant, competent, suitable and reliable and we
ensure the continued provision of such attributes through due diligence checks and ongoing
monitoring.

3 ScoPE

The policy applies to all staff (meaning permanent, fixed term, and temporary staff, any third-party
representatives or sub-contractors, agency workers, volunteers, interns and agents engaged with The
Company in the UK or overseas) within the organisation and has been created to ensure that staff
deal with the area that this policy relates to in accordance with legal, regulatory, contractual and
business expectations and requirements.

4 WHAT IS OUTSOURCING?

For the purposes of this document, ‘outsourcing’ refers to any business function or service that is
provided by, or contracted out to an external, non-associated provider or supplier. Examples of
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commonly outsourced functions include postal and mailing services; wastepaper disposal and
shredding; IT; disaster recovery and translations.
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Where a regulated firm outsources any of its business functions, it has a duty to its staff, customers
and regulators to ensure that the function is still being completed compliantly, ethically and
satisfactorily. It is ultimately the firm’s responsibility to ensure compliance, even when the function
or process is being completed elsewhere, which is why strict and robust outsourcing policy and
procedures are necessary.

5 OBIJECTIVES

The Company confirms that in relation to outsourcing business services or processes and when using
the services of third-parties, lead generators and/or introducers, we will ensure that the below
objectives are met through implementing procedures, systems and controls.

The Company agrees to: -
e avoid any undue operational risks when relying on a service provider for all or part of an
operational function.

e not to outsource any important operational risk that may impair the quality of the firm's
internal control or the regulators’ ability to monitor the firm's compliance with our
obligations under the regulatory system.

e implement policies and procedures which govern the use of outsourcing and any service
provider used.
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6 RISK ASSESSMENT

Prior to outsourcing any business service or function, the Company identifies any operational,
financial and/or business risks that could be present by using an external provider or outsourcing a
specific service or process. These risks are assessed using a Risk Matrix and assigned an
impact/probability rating which forms part of the Company’s decision on whether to proceed.

Other risks that can be associated with outsourcing are: -
e Financial
e Reputation
e Service/Product Quality
e Delays
e Timeframes
e Rights of individuals
e Ability to Comply with Regulatory Requirements
e [Add/Delete as applicable]

We have dedicated risk assessment procedures detailing how we identify, assesses, manage and
monitor risks. Please refer to our Risk Management Policy for further information.

7 DUE DILIGENCE

The Company uses [WebCHeck/Insert Search] searches, individual/director identity checks and a
comprehensive Due Diligence Questionnaire and Checklist to ensure that any service provider
considered for a business relationship is fit for purpose, reliable, suitable, competent, qualified and
experienced.
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We have a dedicated Due Diligence Program consisting of a policy, procedures, controls and
questionnaires for Know Your Customer and verification of all business relationships. Please refer to
our Due Diligence Policy for further information.

7.1 OUTSOURCED FUNCTIONS REGISTER

For any process, function or service that is outsourced, the Company maintains a register of the
details relating to each provider for regulatory and monitoring purposes. Our Outsourced Functions
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Register enables us to meet our obligations under this policy and to ensure that all outsourced
functions are handled according to our own strict procedures and protocols.

Our Outsourced Functions Register is located in an external document at [add reference or
hyperlink to register which has been included in your pack]

8 PROCEDURES

8.1 ASSESSMENT & ANALYSIS

Prior to any outsourcing agreement being made, the below procedures must be followed and
recorded for each new relationship.

1. The service/function being considered for outsourcing must be assessed to see if it is a
general business activity or involves all or part of a regulated activity.

a. Where the service/function to be outsourced is part of a regulated activity, the firm
must also be assessed and monitored for their compliance with the FCA regulations in
the applicable area.

2. An ‘outsource risk/benefit analysis assessment’ is completed for the function/service under
consideration, which must include the below information: -
a. Possible efficiency/monetary/quality gains by outsourcing the service.
b. List of detailed risks associated with outsourcing the service.
c. List of defined benefits and downsides to outsourcing the service.
d

Departments and/or staff who will be affected by/involved in the outsourced
function.

e. Arrangement for monitoring the quality and compliance of the outsourced functions
and supplier.

f. Scope and timeframe for outsourcing the process or service.
g. Internal staff changes, and additional training needed in relation to the outsourcing.
h. Implementation of any new systems.

3. [Add/Delete as applicable]

8.2 PREPARATION & SELECTION
P = e o S i R P - . A A e e - o s -
= S S o= o o g —
¥ - i e e e o P e - - - e L = -
e
o - - - = il T o e
F i " = r — o - c 3 T o

[Insert Date] Page 9 of 15



Outsourcing & Supplier Policy

PAGE REMOVED
FROM SAMPLE

eeeeeeeeeeee



Outsourcing & Supplier Policy Version 1

8.3 EVALUATION

Once all completed RFP’s have been received, we enter into the evaluation stage of the outsourcing
process. At this stage, any vendors who are unable to meet the criteria and requirements set out in
the RFP are discounted from further consideration. The evaluation stage takes those from the RFP list
through to the short-list stage where we choose a primary and secondary provider for the
outsourced services and/or process.
1. The project lead for the specific outsourcing project handles the evaluation stage and
communicates with the vendor POC as noted on the RFP’s.

2. All answers to the RFP questions are assessed and any clarifications obtained from the
relevant POC and are noted on an attachment to the RFP for future reference.

3. We employ a scoring process for evaluating the RFP’s so that a comparable assessment of
each vendor can be made.

4. Vendors who are discounted at this stage due to low scoring, are contacted in writing within 4
weeks and provided with a summary of why they have been unsuccessful in bidding for this
project.

5. Firms exceeding the minimum set score for the relevant project are added to a short-list and
further risk assessed until we select a primary and secondary provider.

6. At this stage, we start due diligence checks on the selected vendors.

7. [Add/Delete as applicable]

8.4 ALLOCATION & DUE DILIGENCE
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We have a dedicated Processor Agreement that is used for all outsourced functions relating to
personal information and obtain company documents, certifications, references and ensure that the
processor is adequate, appropriate and effective for the task we are employing them for.

Our Processor Agreements outline: -

The processors data protection obligations.

Our expectations, rights and obligations.

The processing duration, aims and objectives.

The data subjects’ rights and safeguarding measures.
The nature and purpose of the processing.

The type of personal data and categories of data subjects.

We also ensure that we comply fully with Articles 28-29 of the UK GDPR and document in our
agreements, that the processor: -
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OUTSOURCING COMMENCEMENT

Upon completion of the agreement, the initial outsourcing commences on a [7/14/21/28] day trial
with weekly monitoring checks. The process for outsourcing is as below: -
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To ensure the productivity, effectiveness and suitability of the outsources service or process, the
Company ensures that the below key principles are monitored and met for the duration of the
relationship: -

1. Compliance with the regulation, contractual and legal requirements is adhered to and
maintained.

2. Continued measurements and assessment of the benefits and suitability against the projects
initial criteria.

Ongoing risk assessments with any business and/or vendor changes and staff retention
Training of new staff for both our business and the vendor

Continual review and assessment of security and data protection standards and requirements

o u k~Ww

Ongoing assessment that the vendor meets and achieves the SLA requirements and project
criteria.

Audit and benchmarking measures and controls implemented, used and maintained.

Continued communication with the vendor and specific POC throughout the business
relationship.

9. Ensuring records and documentation are maintained and retained as per the SLA and legal
requirements.

10. Dispute resolution and complaint monitoring

10 RESPONSIBILITIES

The Company has a corporate and regulatory obligation and responsibility to ensure that any service
or business function that it outsources to a third-party service provider, is not subject to any
operational risks or that there is not a loss of quality in the service provided.

[Designated Person] has overall responsibility for handling all service provider contracts, SLA's, due
diligence checks, audits and monitoring and for implementing and monitoring the firm's procedures
in relation to outsourcing. Management is responsible for designating suitable owners of business
processes that are outsourced, overseeing the outsourcing activities and ensuring that this policy is
followed. They also have full responsibility for mandating commercial or security controls to manage
the risks arising from outsourcing.

Where the outsourced service or function relates to data protection or the personal information of
an individual, the Data Protection Offer or lead is always involved in the planning, agreement and
monitoring stages.
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