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Document Customisation

This page (to end of the ‘disclaimer’) provides template guidance and must be removed from the
finished version. For information on customising this template, please refer to the ‘Instructions’
supplied with your order.

It is important to work through the document and customise any areas to ensure that the finished
template accurately reflects what your organisation does and the controls that you have in place. You
should consider your regulatory and legal obligations and any standards or requirements that apply to
your industry or business type when customising the content.

Template Guidance

We have provided a generic template as a starting point for you to develop your own document in this
compliance area. You should review and customise the template sections thoroughly to ensure that
the finished version accurately reflects your organisations’ controls and responsibilities.

Referencing Other Policies

We sometimes reference other policies in a template where relevant (i.e. refer to Anti-Bribery &
Corruption Policy in conjunction with AML). Referenced documents are only included in your pack if
you have ordered them separately or you have purchased a Toolkit or Bundle that includes them.

Licence Terms

Purchased documents are for use within the ordering company only and cannot be used, sold or
transferred elsewhere without written permission from Know Your Compliance Limited. Please refer to
the ‘Instructions’ document for more information on our T&C’s and licence options.

Disclaimer

Know Your Compliance Limited has created this template for you to use in developing and
implementing your compliance program requirements. Whilst every reasonable care is taken to ensure
that the content is relevant, compliant and up to date; it is your responsibility to ensure that the
finished policy complies with any regulatory and/or legal requirements and standards.

It is important that you customise the content to suit your industry needs and business type. Know
Your Compliance Limited makes no claims or guarantees about the compliance or adequacy of the
content in this template and accepts no responsibility or liability for any loss, damage or expense
incurred as a result of reliance on the content contained herein. If you are unsure of your regulatory or
legal obligations, you should obtain legal or professional advice before publishing, using or relying upon
your finished policy.
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1 INTRODUCTION

This risk assessment template is to be used in conjunction with [Your Company Name’s] (hereinafter
referred to as the “Company”) Risk Management Procedures and Anti-Money Laundering Policy and
has been designed as a tool for identifying, assessing and managing the risks of money laundering and
terrorist financing.

All businesses with obligations under the Money Laundering Regulations are required to assess the
risks posed to the company from money laundering and terrorist financing and are required to put
policies and controls into place to manage and where possible, mitigate such risks. This template has
been designed to aid the Company in their risk assessment and ongoing monitoring and to help us: -

e Carry out a risk assessment identifying where the Company is vulnerable to money laundering
and terrorist financing

e Prepare, maintain, and approve a written policy statement, controls, and procedures to show
how the Company will manage the risks of money laundering and terrorist financing identified
through any risk assessment(s)

e Review and update the policies, controls, and procedures to reflect changes to the risks faced
by the Company

e Provide training and guidance to all employees on the identified risks and how to effectively
implement the policies and controls and to monitoring the risks and outcomes

e Ensure that adequate resources, funds, and systems are in place to support the controls needed
to identify, assess and manage risks

e Monitor the effectiveness and adequacy of the Company’s policies, controls and procedures
and make improvements where required

2 RISK ASSESSMENT
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e Manage

In some cases, an identified risk can be eliminated by putting certain controls or systems into place to
ensure that the risk is eliminated altogether. However, in many cases risks have to be tolerated as part
of a business and so we seek to reduce the risk to its lowest possible affect through the use of controls,
policies, systems and training. Where risks remain, we have defined controls and solutions to manage
the outcomes to reduce the risk of money laundering in the Company to an absolute minimum.

2.1 ASSESSMENT REQUIREMENTS

Once we identify each risk, we then assess the risk, the impact and the likelihood, and record the
origin, nature, particularity and severity of that risk, along with the operation/factor causing the risk
and any mitigating measures and/or proposed solutions or controls for managing the risk.

We utilise supervisory authority guidance when considering what risks the Company may face,
including resources from the HMRC, FCA and JMLSG. The below table are examples of the areas we
assess for risk but is by no means an exhaustive list.

RISK AREA RISK DESCRIPTION
CUSTOMERS & e Types of customer
RELATIONSHIPS e Location of customer

e The business relationship is conducted in unusual circumstances

e How customer is introduced
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e The customer is a third country national who is applying for residence
rights in or citizenship of an EEA state in exchange for transfers of
capital, purchase of a property, government bonds or investment in
corporate entities in that EEA state

Page 6 of 17



Anti-Money Laundering Risk Assessment Version 1

TRANSACTIONS e High value transactions (volume or value)

e One-off transactions

e (Cash sales

e Accepting high charges and/or penalties

e Enters into transactions that do not make commercial sense

e Isinvolved in transactions where you cannot easily check where funds
have come from

e Source of funds/wealth

e Patterns of transactions

e Payments from/to third parties

e Unusual or complex transactions
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BUSINESS e Products/services offered

e Activities undertaken

e Employee screening and due diligence
e Types of business relationship

e Adequate systems and backup plans

LOCATION e Geographical location

e High risk countries (i.e. corruption)

e Countries with no/little AML regulations (FATF)

e Countries subject to sanctions, embargos, or similar measures
e Countries providing funding or support for terrorism

[The above list is non-exhaustive but can be used to carry out your AML risk assessment. You should
consider the size and scope of your business when completing the risk assessment.]
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3.1 IDENTIFY THE RISKS AND VULNERABILITIES

The risks each business faces from money laundering and terrorist financing can vary greatly, which is
why each company must complete their own risk assessment and not rely on the findings or
suggestions of a single resource. Size, scope, sector and service all have a vast effect on how a company
can be used for financial criminal activity and so assessing and documenting such risks or areas of
vulnerability will ensure that controls can be put into place to reasonably reduce the risks.

Risks will usually fall into one of four categories: -
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The risk rating table below uses the common ‘Red, Amber, Green (RAG)' matrix, where each risk is
given a RAG score based on the likelihood versus the impact.

IMPACT
Moderate (3)

Trivial (1) Minor (2)

Severe (5)

§ . 2{::;5:5) Medium Very High Very High
é Likely (4) Med High Very High

= | Possible (3) Low Medium Med High
Unlikely (2) Low Medium Med High
Rare (1) Low Medium Medium

Impact Score x Likelihood Score = Risk Rating
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e GREEN — All business is exposed to certain risks that have to be managed as they cannot be
eliminated. No business will ever be completely risk free, however where the Company cannot
eliminate a risk completely, we aim to reduce it to the lowest risk rating possible. The ideal
acceptable risk will be rated green and means that it is unlikely to happen or is so minor that
the effect of it occurring will not result in any major impact. Some of the risks identified will
start out as green, whilst others originally identified as amber/red (moderate/severe) may be
reduced to green (low) with adequate controls and measure applied. Some green rated risks are
so minor that it is not feasible to put any controls into place; however, these are still referenced
on the assessment record to evidence identification and ensure future monitoring.
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The above process enables the Company to devise ways to reduce or eliminate money laundering risks
and assess the costs and benefits of each approach, as well as looking at the impact such risks can have
and the likelihood of them occurring. This enables a broader picture of each risk and a universal
approach on managing the risks.

Once the risks have been identified, rated and managed, the Company will then reassess the risk using
the same matrix, and reassign ratings that may have changed owing to the controls and measures
developed and implemented.

[NOTE: Where you have identified a risk and have been able to eliminate it altogether through either
controls or removal; you should still add this risk to the assessment table to indicate that it was
identified initially and has since been removed or actioned.]
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IDENTIFIED RISKS AND VULNERABILITIES

REF RISK SUMMARY | ey T 1 RAG
| Risk

# Brief risk summary P s T B T

Rating

'.i-rf_{-_‘f,?‘f.zi’

R1 E.g. Cash transactions
R2 E.g. Third-party referrals
R3 E.g. Overseas clients

[Note: You can customise the template to suit your needs and business type and do not need to retain the suggested headings. Your aim is to identify
and assess any and all risks to your business from money laundering and terrorist financing sources/factors. Some may be minor and already have
controls in place, but you should still add them to the list to demonstrate a full risk assessment to your AML Supervisory Body]
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MITIGATING ACTIONS & PROPOSED RISK MANAGEMENT CONTROLS

REF RISK RAG CONTROL/MANAGEMENT RAG
# Risk to be controlled | Current Actions, solutions and/or mitigating controls that address the risk New
rating rating
R1 E.g. Cash 1. Perform due diligence to identify client identity
transactions 16 2. Verify source of funds on all transactions over £2000 10
3. Review client business activities and associated relationships
R2 E.g. Third-party 1. Make due diligence part of the lead generator agreement prior to customer referral
referrals 8 2. Carry out secondary due diligence on the customer after referral

e e e e e i e R e A i e o
S G e Y Al W ¢ s W o e S
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3.3 DEVELOPMENT & IMPLEMENTATION

Some of the controls and measures identified in stage 2 may already be in place and should be
reviewed for adequacy and effectiveness in accordance with the risk rating and desired outcome.
Where a control or management action has been suggested but is not yet in place, the Company will
assign each control to a relevant employee (including outsourced options) and ensure a completion
timeframe and ongoing review is put into place.

Where a service, product or business activity poses a high risk and requires identified controls to
reduce or manage the risk, the Company place a temporary hold on such services/activities until the
relevant controls have been developed, implemented and assessed.
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Table template
removed from

sample document

[Use the above table to record any controls, measures or systems that are not yet in place and need to be developed, sourced and implemented to
reduce or manage the relevant money laundering risk or vulnerability. Each control should be assigned a responsible person in charge or project
oversight and should be given a timeframe and completion date to ensure that all controls are developed and implemented as soon as possible.]
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4 AUTHORISATION
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e e

MLRO/Nominated Officer:

Print Name: Date:

Assessment reviewed: Yes/No Signed:

Senior Manager:

Print Name: Date:

Assessment reviewed: Yes/No Signed:

Partner/Director:

Print Name: Date:

Assessment reviewed: Yes/No Signed:
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5 MONITORING & REVIEW

The completed risk assessment is reviewed on an [annual/bi-annual/quarterly] basis and each risk is
reassessed to re-evaluate the risk rating, appropriateness and managing controls that have been put
into place. Any new risks are added to a new risk assessment, with any risks that are no longer valid
remaining on the previous risk assessment but not being carried over.
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